
Modern Web Security
The Art of Creating and Breaking Assertions

AppSec California 2020
John Villamil



Goals

1. Communicate my opinion on how web security 
has evolved

2. Show a very brief history of web application 
security

3. Show how modern web security is now better 
defined by “assertions”

4. Where is it going?



Build with Security

• Small Security Consulting Firm
– < 10 people
– Specializes in Web Application Security

• 3 years old
• Over 80 clients



Web security over the years

https://www.thehappychickencoop.com/chicken-life-cycle/

https://www.thehappychickencoop.com/chicken-life-cycle/


“The OWASP Top 10 is a standard awareness document for developers and 
web application security. It represents a broad consensus about the most 

critical security risks to web applications.”
https://owasp.org/www-project-top-ten/

https://owasp.org/www-project-top-ten/


https://github.com/OWASP/Top10

https://github.com/OWASP/Top10


Pentesting under constant threat
• Client/Server Frameworks like React, Django, Rails

• Automated Scanners

• General education among developers

• Detrimental affects of security snake oil

• Bug Bounties

• New languages and frameworks
– MVC
– NoSQL
– JWT Tokens
– SSO like Okta
– etc

http://securitysnakeoil.org/

http://securitysnakeoil.org/


The Need for Evolution

• Pentesting is still here
– It must provide value



Definition of assertion
: the act of asserting or something that is asserted: such as

a: insistent and positive affirming, maintaining, or defending (as of a right or attribute)
//an assertion of ownership/innocence

b: a declaration that something is the case
//He presented no evidence to support his assertions.

• Injection bugs tend to be well explained
– SQL, Command Execution, XSS, etc

• Assertion bugs are usually harder to define

https://www.netsparker.com/blog/web-
security/sql-injection-vulnerability-history/ Aug 
2013

https://www.merriam-webster.com/dictionary/assert
https://www.netsparker.com/blog/web-security/sql-injection-vulnerability-history/


https://wiki.owasp.org/index.php/Testing_for_business_logic

• “Testing for business logic flaws in a multi-
functional dynamic web application requires 
thinking in unconventional methods.” 

• “The classification of business logic flaws has 
been under-studied”

• “There is debate within the community about 
whether these problems represent particularly 
new concepts, or if they are variations of well-
known principles.”

https://wiki.owasp.org/index.php/Testing_for_business_logic


Where do assertions come from?

• Comments in source code
– TODOs or statements of functionality

• RFCs
– https://tools.ietf.org/html/rfc6749#section-4.1.1

• ie Oauth

• Conversations and meetings with engineers
• API docs and other public documentation
• Statements made in features or changesets
• Comments and issues in Github

https://tools.ietf.org/html/rfc6749


Paypal 2fa Bypass 2016
https://henryhoggard.co.uk/blog/Paypal-2FA-Bypass

https://henryhoggard.co.uk/blog/Paypal-2FA-Bypass








https://hackerone.com/reports/689314
https://gitlab.com/gitlab-org/gitlab-foss/issues/67109

https://hackerone.com/reports/689314
https://gitlab.com/gitlab-org/gitlab-foss/issues/67109


https://www.microsoft.com/en-us/research/wp-content/uploads/2016/02/caas-oakland-final.pdf
http://www.cs.columbia.edu/~suman/secure_sw_devel/Semantic-bugs-shopfree.pdf

https://www.microsoft.com/en-us/research/wp-content/uploads/2016/02/caas-oakland-final.pdf
http://www.cs.columbia.edu/~suman/secure_sw_devel/Semantic-bugs-shopfree.pdf




Different Mentality

• Auditing for injection vulnerabilities 
– Attempt to ensure those vulnerabilities don’t exist

• Auditing for assertions
– Attempt to ensure well defined, controlled, and 

expected behavior in an application



Future of Web Sec?



Race Conditions
• Interesting bug class
– Blends both mentalities
– Very under represented
– “Hacking Starbucks for unlimited coffee” 2015 

http://sakurity.com/blog/2015/05/21/starbucks.html

• Burp Turbo intruder
– https://github.com/PortSwigger/turbo-intruder
– Released and improved upon in 2019

• Will we see this bug class rise higher on the OWASP 
Top10?

http://sakurity.com/blog/2015/05/21/starbucks.html
https://github.com/PortSwigger/turbo-intruder


Goals Recap

1. Communicate my opinion on how web
security has evolved

2. Show a very brief history of web application 
security

3. Show how modern web security is now
better defined by “assertions”

4. Where is it going?



Thank you

• https://www.doyensec.com

• @day6reak

• info@doyensec.com

https://www.doyensec.com/

