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Overview 

This document provides the technical details of an arbitrary file retrieval vulnerability 
fixed by QNAP Systems affecting the latest QTS NAS Operating System. 

On June 26th 2017, QNAP has released an update to address this issue. Information 
around the vulnerability was released in September 2017. 

About Us 

Doyensec is an independent security research and development company focused on 
vulnerability discovery and remediation. We work at the intersection of software 
development and offensive engineering to help companies craft secure code.  

Research is one of our founding principles and we invest heavily in it. By discovering 
new vulnerabilities and attack techniques, we constantly improve our capabilities and 
contribute to secure the applications we all use. 
 
Copyright 2017. Doyensec LLC. All rights reserved.  

Permission is hereby granted for the redistribution of this advisory, provided that it is not 
altered except by reformatting it, and that due credit is given. Permission is explicitly 
given for insertion in vulnerability databases and similar, provided that due credit is 
given. The information in the advisory is believed to be accurate at the time of 
publishing based on currently available information, and it is provided as-is, as a free 
service to the community by Doyensec LLC. There are no warranties with regard to this 
information, and Doyensec LLC does not accept any liability for any direct, indirect, or 
consequential loss or damage arising from use of, or reliance on, this information. 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Summary 

A low-privileges user can escalate permissions to root abusing an arbitrary file retrieval 
vulnerability affecting QTS default File Manager. This issue leads to full system 
compromise. 

Technical Description 

Users with access to the “File Station” utility have the ability to “Compress Files”. This 
functionality can be abused to download arbitrary files from the NAS filesystem, 
resulting in system compromise. 

It is possible to reproduce this issue by: 

1. Selecting a random file from the file explorer 
2. Clicking “Other Actions” and then “Compress” 
3. Intercepting the HTTP request with a local proxy (eg. OWASP ZAP, Burp Proxy, …) 

and tampering the compress_file parameter as illustrated: 

POST 
/cgi-bin/filemanager/utilRequest.cgi?&func=compress&compress_file=/etc/config/shadow 
HTTP/1.1 

compress_name=luca&type=zip&level=normal&mode=1&path=/MyFolder&total=1&sid=hnr4q2oo 

QNAP QTS 4.3.3 Arbitrary File Retrieval Vulnerability

Vendor QNAP Systems, Inc.

Severity High

Vulnerability Class Injection Flaws

Component QTS File Manager

Status Fixed

CVE Not Assigned

Credits Luca Carettoni of Doyensec
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4. Downloading the newly created ZIP file (luca.zip). This archive will contain the 
remote /etc/shadow file, which allows to perform offline bruteforcing of the admin 
password and any other local credentials. 

All files and directories can be downloaded as well (e.g. system configurations) since 
the service runs as ‘root’. 

Remediation 

QNAP has released an update (QTS 4.3.3.0229 build 20170624) to address this issue: 

• https://www.qnap.com/en/releasenotes/?cat_choose=5 

Disclosure Timeline 

05/15/2017  Vulnerability disclosed to the vendor via online form 
06/01/2017  Vendor’s ack 
06/12/2017  Vendor confirms the vulnerability and resolution in the next release 
09/12/2017  Doyensec asks for updates on the vulnerability 
09/12/2017  QNAP confirms that the vulnerability is fixed and points to the  
   following release note: 
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